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mn Outline

= Data-as-a-Service concepts

» Data governance & Data concerns for DaaS
» Evaluating data concerns

= Data marketplace

= Datalake
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mn From last year projects

,Use of several health, food and recipe “Measure and report water quality
services, in order to collect general metrics
food information”

“Latest data on air quality is fetched

from London Air API” “give data about crimes in an area
.... ranking of data quality

7

,collect location-data from multiple
Sources .... combine location- with social-data®

,real time production information from photovoltaic panels”
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DATA AS A SERVICE
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mn Data versus data assets

Data

°Data %ssets /

collection, \
assessment

and
enrichment
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IS Data provisioning activities and
ISSues

Provisioning Models

» Data sources * Query and * Interface * Alone orin
« Ownership backup « Public versus combination
. License capabilities private with other
- Quality * Local versus access data sources
and distributed granularity « Updates
enrichment versus « Pricing and
centralized licensing
storage model
\. \.
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mn Stakeholders in data provisioning

Data Provider

» People
(individual/crowds/org
anization)

» Software, Things

Service Provider

Data Assessment - Software and people

» Software and
people

Data Consumer

» People, Software,
Things

Data Aggregator/Integrator

- Software
- * People + software

——________——Stakeholder classes can be further divided!
Domain-specific versus domain-independent functions
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mn Conceptual data service unit

Microservices mindset!

Consumption, Service
ownership, model
provisioning, price, et@

Data

service
unit

,oasic
component®/“basic
function® modeling
and description

= Can be used for private
or public

= Can be elastic or not
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mn Data service units in clouds

Provide data capabillities rather than provide
computation or software capabilities

Providing data in edges/clouds is an increasing
trend

In both business and e-science environments

Now often in a combination of data + analytics
of the data + Al = to provide data assets
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mn Data service units in distributed
edge and cloud systems

A A

i 2 33‘
People

Edge/Cloud Infrastructure
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mn Data as a Service -- characteristics

* On-demand self-service
= Capalbilities to provision data at different granularities

= Resource pooling

= Multiple types of data, big, static or near-realtime,raw data and
high-level information

Broad network access
= Can be access from anywhere
= Rapid elasticity
= Easy to add/remove data sources

= Measured service
= Measuring, monitoring and publishing data concerns and usage
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Mn Data as a Service — service models
and deployment models

‘ deploy

loT, Edge & Cloud Systems

ASE Summer 2018 12




mn Examples of DaaS

- £ Windows Azure

Marketplace Learn Applications Data My Account Publish
HOME > DATA
category 41 Results in: ‘ [ DATA ‘ ‘ [ PAID ‘ | [5] BUSINESS AND FINANCE ‘
BANKING (2}
sortBy. [JDaleAddedl| Neme  Publisher W o3 4 5 »
CAPITAL MARKETS (6}
INSURANCE (1) . .
e . Bustling Manufacturers & Business data
DeB Services List

BOUNDARY SOLUTIONS, INC. 3}
CDYNE CORPORATION (1)
CUSTOM WEB APPS, LTD (L}
DEUTSCHE BOERSE AG (1)
DIGITAL TROWEL INC, (2)

DNB (2)

DUN & BRADSTREET (12}

»>SEE AL PUBLISHERS...

ble directory of

and perm

MESSAGE BUS

[rr——
published by: DNE

Bustling Manufacturers & Business Services listis a market
segmentation that includes over 30,000 large manufacturers and
businesses with an average annual sales volume of 40 million. The
companies in this list also have high frade aciivity, maintained steady
size in |ast 4 years and have been In business for an average of 20

Crime Statistics for England & Wales

published by: Custom Web Apps, Ltd

The crime data is released by the National Policing Improvement Agency
(MPIA) atthe end of every month and contains all recorded crime and
anti-social behaviour for England & Wales. Data is available from Dec
2010 to presentto a level of Tull UK postcode as well as postcode sector,
posicode district, and postcode area

DATA SERVICES

BUSINESS SERVICES

Device provisioning,
activation and management

Time-Series Archiving

Real-time message management and routing

Xively™ APl  REST, Sockets, MQT

Xively™
Applications

- s »

<
Corent”

Connected

Services

Objects

Customer

anagement
Console
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Search

Search Datasets

duct

Gnip is the Largest Provider of Social
Media Data to the Enterprise - Never
Miss a Tweet, Post, Comment or Like

» Ity Gnip!

COMTACT US TODAY

Map Search | Publishers | Tags | Public Roles & Salaries | Spend Browser | Spend Reports

Tags
*health

S CO : NER
8729 transparency = childre
Datasets finance child
d re
Publishers (Viswallpusiishersy| UK Location | Conduct ap Based Soarch |

Office for National Statistics (847)
Department for Communities and Local Government (739)
NHS Information Centre for Health and Social Care (514)

The UK Location Programme has introduced over 1000

location data records into data.gov.uk and tools to :Akﬁ

support their use. To find which of these datasets cover uk location

British Geological Survey (364)

a particular location, you can use Map Based Search.

Centre for Ecology & Hydrology (326)

Many of these datasets provide a Web Map Service too. and for some a

Department for Environment, Food and Rural Affairs (322)

Welsh Government (241)
Department of Health (239)

preview of the data is available. Click to find out more about Map Based
Search and about Preview on Map.

Department for Children, Schools and Families (227)

Home Office (221)



IS Daas design & implementation —
APIs

Read-only DaaS versus CRUD DaaS APIs

Service APIs versus Data APIs

They are not the same w.r.t. data/service
concerns

REST & Streaming data APIs
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IEEl DaaSdesign & implementation —
service provider vs data provider

The DaaS provider is separated from the data
provider

Data
provider

b

Consumer

Consumer <

Daa$S provider

Sl
el ™

Sensor
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BIEE Daas design & implementation —

structures
Three levels
Data Data Items
Resource
» Service * Data APIs * Data APIs
APIs for for data
» Data APIs particular items
for the resources
whole * Data APIs
resource for data
items
. J \_ J \_ J

» DaaS and data providers have the right to
publish the data
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IS Daas design & implementation —
structures (2)

Data resource

" Data
N O items
Consumer 1 % Data Data
E Data items | items
> v
Consumer > U4 assels;
<--t--1-= 2
§
% Data resource Data resource
S. — —
& | e Data resourcé pata resource
aa
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S DaasS design & implementation —
patterns for ,turning data to DaaS* (1)

data Build Data

Service
APls

Examples: using WSO2 data service

© Help
Edit Query

Edit Operation(getAllServiceAvailability)

Query ID* getAvailabilityAll Operation Name*  |getAllServiceAvailability |

bata Source  (QWSBataSe v Query 1 getAvailabilityall v
Result (Output Mapping) Save | | Cancel

Grouped by element [serviceAvaiIabiIity ]

Row name [service ]

Row namespace [http:f,n’www.infosys.tuwien.ac.at{SOled]

Element Name SQL Ceolumn Mame Mapping Type Allowed User Roles Schema Type  Actions
availability availability element everyone xs:double 1212 Edit m’ Delete

serviceName ServiceMame element everyone xs:string 1212 Edit m’ Delete
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Bl DaaS design & implementation —
patterns for ,turning data to DaaS* (2)

ol -0 -

Elastic Beanstalk | 53 EC2 | VvPC |c Elastic cl cl RDS | SNS | IAM

[Buckets Y objects and Foiders
| Create Bucket || Actions v @ upload || (@ Create Foider || Actions ¥ & Refresh | @ Properties | @ Transfers | @ Help
I - - e
- Name Size Last Modified P
Exam p I eS " u S I n g [ ASA_GM1_1PNPI _213424_ _000SE_15643_0353.N1 12.9MB FriJun 24 13:32:17 GMT+200 2011
" [ ASA_GM1_1PNPI _213954_ _00101_15686_0705.N1 12.9 MB Fri Jun 24 13:32:37 GMT+200 2011
[ ASA_GM1_1PNPDE20050316_213820_000005012035_00330_15915_2268.N1 11 MB Fri Jun 24 13:32:59 GMT+200 2011
Am az O n S 3 [ ASA_GM1_1PNPDE20050401_213800_000001502036_00058_16144_4008.N1 32M8 Fri Jun 24 13:33:20 GMT+200 2011
[ ASA_GM1_1PNPDI _210811_ 192036_00115_16201_4433.N1 11.4 MB Fri Jun 24 13:34:01 GMT+200 2011
[7) ASA_GM1_1PNPDE20050408_211356_000005012036_00158_16244_4730.N1 11 MB Fri Jun 24 13:34:18 GMT+200 2011
. [] ASA_GM1_1PNPDI 1211942 ¢ _00201_16287_5118.N1 8.5 M8 Fri Jun 24 13:34:34 GMT+200 2011
| [ ASA_GM1_1PNPDE20050417_213511_000002112036_00287_16373_5662.N1 4.6MB Fri Jun 24 13:34:50 GMT+200 2011
[ ASA_GM1_1PNPDI _214112_ _00330_16416_5947.N1 7 MB Fri Jun 24 13:34:59 GMT+200 2011
[ ASA_GM1_1PNPDE20050427_210649_000011052036_00429_16515_6487.N1 27 MB Fri Jun 24 13:35:11 GMT+200 2011
[ ASA_GM1_1PNPDE20050430_211232_000010932036_00472_16558_6730.N1 26.7 MB Fri Jun 24 13:35:49 GMT+200 2011
[7] ASA_GM1_1PNPDE20050503_213221_000002472037_00015_16602_6950.N1 53MB FriJun 24 13:36:32 GMT+200 2011
[ ASA_GM1_1PNPDE20050522_213525_000002112037_00287_16874_7819.N1 46MB Fri Jun 24 13:36:41 GMT+200 2011
™ ASA GM1 1PNPT 313139 7 039 18918 R1D6NT 206 MR Eri Jun 24 13036150 GMT4200 011
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Il Daas design & implementation —
patterns for ,turning data to DaaS* (3)

data
"7 Sov m— ‘ BEER)
- Things -
S~ 7

One Thing = 10000... Things

i e [ \ 3815 people recommend ths.
Japan Geigermap : At-a-glance Search for an address: | | search | [ il Ll

recommend.

s G Most recent reading:
: 1Al data sour 3 vernment etworks
Setdamsauee = . Thu, 12 Dec 2013 07:13:08 GMT

B3 | English

This map visualises crowd-sourced radiation
geiger counter readings from across Japan
Click on the labels to get more Information on
the source of each reading

The number of locations fluctuate due to the
validity of the data feeds. There are
approximately 185 feeds from the official
Japanese government source MEXT and the
rest are from other sources such as the Tokyo
hackspace, universities,local councils and
concerned individuals

Readings are aggregated by Pachube here

Examples: using
Crowd-sourcing
with Pachube in
2013 (Note: the
information was
not up-to-date)

he average public s|
for Japan ( 0.081

reading

Above the av
reading for J

public space geiger
0.081 uSv per hr )

10x above the average public space
geiger reading for Japan

100x above the average public space
geiger reading for Japan

of water
ealth impact

Radioa
No data

11111

itakane /
Park

SAFECASTH

Safecast is a volunteer organisation actively
building a radiation sensor network within
Japan and globally. Many of the crowd-
sourced data points will originate from this
effort. Please visit the Safecast site to learn
more

Map data ©2014 Google, ZENRIN | Terms of Use:

Measurements are represented in units of

i NS
Bxacoz \ @/ N7 Noday [~:e={~=t<sm  microsieverts per hour ( pSv / h). Original
A v ‘b\ v g geiger counter readings use the unit nGy/h
ma/ 4 Xawagoe N EEVUISZ  and the conversion taken is 1 Gv = 1 Sv. (See
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I DaasS design & implementation —
patterns for ,,turning data to DaaS*“ (4)

> b b

People

~—

Examples:

using Twitter

ASE Summer 2018

Develope Use cases

data

Products

Q

Basics
Accounts and users

Tweets

Post, retrieve and engage with Tweets
Get Tweet timelines

Curate a collection of Tweets
Optimize Tweets with Cards

Search Tweets

Filter reaftime Tweets

Sample realtime Tweets

Get batch historical Tweets

Rules and filtering

Premium enrichments

E—

Docs

21

More

Apply

Get Tweet timelines

Overview  Guides

APl Reference

A timeline is simply a list, or an aggregated stream of Tweets. The Twitter API has several endpoints that return a timeline of Tweet data - see the table below for

more details:

APl endpoint
GET statuses / home_timeling

GET statuses / user_timeline

GET statuses/mentions_timeline

Description
Returns a collection of the most recent Tweets posted by the authenticating user and the users they follow.

Returns a collection of the most recent Tweets posted by the indicated by the screen name or user ia parameters.

Returns the 20 most recent mentions (Tweets containing a users's @handle) for the authenticating user.



BIEE Daas design & implementation —
not just ,,functional” aspects (1)

N\
Profiling . h .
L cleansing Enrichment | |ntegration L \‘

N

\

Data Assessment
/Improvement

-0 -~

APIs, Querying, Data Management, etc.

 —

LQua”ty of|  Ownership )
data

. Price ) >

. License \‘
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BIEE Daas design & implementation —
not just ,,functional” aspects (2)

Understand the DaaS ecosystem

ASE Summer 2018 23



mn Example

https://www.informatica.com/products/data-quality/data-as-a-service.html
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DATALAKE
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ISl Example: Linking data in telco
management

You can continue to have different data sources like that but you
need to make sure they are linked
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mn Data lakes

= A lake of data

* |ngest and integrate as many as possible types of
data

= To archive a lot of data so that potentially many
analytics and applications can access

-> Data lake is a concept so you can implement it based
on your requirements and needs

ASE Summer 2018 277



mn Example

Existing Decision Support System

Through unstructured and new loT data sources

Applications Operational Data Data
Operational systems Store Warehouse
External data

Pattern
p Discovery for
Analytics

—

_’Reporting
= Data Marts

—
Customer

Conversations,
Web,

Seocial Media,
Log files, ...

Sansors and
%}0 g;\_;) real-time
g - events

Cedrine Madera and Anne Laurent. 2016. The next information architecture evolution: the data lake wave. In Proceedings of
the 8th International Conference on Management of Digital EcoSystems (MEDES). ACM, New York, NY, USA, 174-180.
DOI: https://doi.org/10.1145/3012071.3012077

Non structured repository
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mn Implementation

Can we build a
data lake using
the concept of

“d ata SpaCe” 8 Elastizbrhemory Duta
O and Processin g Grid \
Derlrture ASynChro’nOUS
Scan ’ ;)J
B &I

ORACLE @mm

Source: http://www.gigaspaces.com/logistics-and-shipping-management
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Data Lake through Data Access APl &
APl Management

Data Lake APl & APl Management Layer J
REST API REST API REST API | | Tool-specific
N— " N— 1 N— — [N— e
Object-based Relational Document- Graph-
storage Database based based
_(e.9.S3) J ((e.g. MySQL)) (_Database J “-Database ~

Data access APIs can be built based on well-defined interfaces
Help to bring the data object close to the programming language objects
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DATA GOVERNANCE
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mn Data Governance

“Data governance is a control that ensures that the data entry
by an operations team member or by automated processes
meets precise standards, such as a business rule, a data
definition and data integrity constraints in the data model.”

From https://en.wikipedia.org/wiki/Data_governance
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n Data governance Process

11) Govemn 18) MEnaow
Securnty & Lifecyc

Analytics L5 l
Privacy Information

10.1) Appoim
Data Stewards
—_—

10.2) Manage
Data Quality

10.3) Implemeant
Master Data
Management

=
&
3
3
L&)
) :
:
-

{10 = required steps @ - optioral tacks
Figure 2.1: An overview of the IBM Data Governance Unified Process.

Sunil Soares. 2010. The IBM Data Governance Unified Process: Driving Business Value with IBM Software and
Best Practices. MC Press, LLC.
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mn Decision domains for data
governance

Vijay Khatri and Carol V. Brown.
2010. Designing data governance.
Commun. ACM 53, 1 (January
2010), 148-152.

DOl=http://dx.doi.org/10.1145/1629
175.1629210

Figure 1: Key organizational assets to be governed; adapted from Weill and Ross.

Key assets

Human
assets

Financial
assets

Physical

assets IP assets

Information and
IT assets

Relationship
assets

Figure 2: Decision domains for data governance.

ASE Summer 2018

Data principles

Data quality

Metadata

Data access

Data lifecycle




Framework for
domain
decisions

Vijay Khatri and Carol V. Brown.
2010. Designing data governance.
Commun. ACM 53, 1 (January
2010), 148-152.
DOl=http://dx.doi.org/10.1145/1629
175.1629210

ASE Summer 2018

Table 1: Framework for data decision domains.

Data Governance
Domains

Domain Decisions

Potential Roles or Locus of
Accountability

Data Principlas
« Clarifying the role of
data as an asset

« What are the uses of data for the business?

« What are the mechanisms for communicating
business uses of data on an ongoing basis?

« What are the desirable behaviors for employing
data as assets?

* How are opportunities for sharing and reuse of
data identified?

» How does the regulatory environment influence
the business uses of data?

= Data ownerftrustes

- Data custodian

« Data steward

+ Data producer/supplier

- Data consumer

+» Enterprise Data Committea/
Council

Data Quality

+ Establishing the
requiraments of
intended use of data

« What are the standards for data quality with
respect to accuracy, timeliness, completeness
and credibility 7

« What is the program for establishing and
communicating data quality?

» How will data guality aswell as the associated
program be evaluated?

+ Data owner

+ Subject matter expert
= Diata guality managar
+ Data guality analyst

Metadata

- Establishing thie
semantics or
“content” of data so

«What is the program for documenting the
semantics of data?

» How will data be consistently defined and
modeled so that it is interpretable?

« Enterprise data architect
- Enterprise data modeler
+ Data modeling engineer

+ Data architect

thatitis interpretable | - What is the plan to keep different types of - Enterprise Architecture
by the users metadata up-to-date? Committee
Data Access « What is the business value of data? « Data owner
« Specifying access « How will risk assessment be conducted on an + Data beneficiary
requirements of data ongoing basis? + Chief information security
« How will assessment results be integrated with | officer
thie overall compliance monitoring efforts? + Data security officer
* What are data acoess standards and + Technical security analyst
proceduras? + Enterprise Architecture
«What is the program for periodic monitoring Development Committes
and audit for compliance?
» How is security awareness and education
disseminated?
« What is the program for backup and recovery ?
Data Lifecycle « How is data inventoried? = Enterprise data architect
« Determining the «What is the program for data definition, « Information chain manager
definition, production, production, retention, and retirement for
retention and different types of data?
retirement of data » How do the complianca issues related to

legislation affect data retention and archiving?

35




DATA CONCERNS
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mn What are data concerns?

- - . =

APIls, Qlijerying, Data Management, etc.

-l _

<______________

v v
A4
, Located i
Quality of data? || Privacy in US? v price?
problem? Service e
free? quality? redistribution”

Read: Carlo Batini, Monica Scannapieco: Data and Information Quality - Dimensions, Principles and Techniques. Data-
Centric Systems and Applications, Springer 2016, ISBN 978-3-319-24104-3, pp. 1-449
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mn DaaS concerns
data data assets
- - L~ -

APIs, Querying, Data Management, etc.

 —

LQuaIity of| " Ownership )
data

. Price ) >

License \‘

\

\

N

DaaS concerns include QoS, quality of data (QoD),
service licensing, data licensing, data governance, etc.
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Il Why DaaS/data concerns are
iImportant?
Overloading data returned to the
consumer/integrator are not good

Results are returned without a clear usage and
ownership causing data compliance problems

Consumers want to deal with dynamic changes

Ultimate goal: to provide relevant data with
acceptable constraints on data concerns in
different provisioning models
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IS Daas concerns analysis and
specification

Which concerns are important in which
situations?

How to specify concerns?

Hong Linh Truong, Schahram Dustdar On analyzing and specifying concerns for data as a service. APSCC 2009: 87-
94
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Data governance

-0 — S

Data governance

Important factor, for example, the security and
privacy compliance, data distribution, and auditing
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mn Types of concerns

= Quality of data:

= For example, the accurary and compleness of the
data, whether the data is up-to-date

= Data and service usage:

= |n particular, price, data and service APIs licensing, law
enforcement, and Intellectual Property rights

Quality of service:
= in particular, availability, response time, dependability, and

security
=  Context:
= useful factor, such as classification and service type (REST),
location
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IS Conceptual model for DaaS
concerns and contracts

7N -
\ bQ ) / Data\ /ata Sou} -
S
Y GO />
Security/ —

\rway
Kﬁxudmng

/ Data sesData
ifecyc —_
\ -—-/ DaaS / )
— . ha Ontracts Data Service
Q}D S e\ \Co ntract
. \ _// ] ~

C
.- \

N\
Gﬂatl_ﬂy @smcatlon

\ ata SDUQI
Capabﬂlty / Meta- data
Data Source

DﬁersCapabllmes

'\terms / /S;arwce\

specific terms :
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n Example of implementations

wglabalw
_GlobalElemen

+ daas

1.1

w

4globalElem entw

serviceContextPrope

+ capabilityProperty
0.1

dataSourcePrope

+ baseContractTerm

+ qosPropergf+ businessPropertyd licenseProperty 4 qodProperty 'y secprivProperty™,_ + auditingProperty™,_+ datalifecycle Property + classificationProp erty locationProperty
0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1

h |

0.1 0.1 0.1
ServiceConte}(t | DataSourcE | ServiceContra}:t
)
+ dataSourceNam

DataSecurity Priv aFy |

Auditindﬁ| D:tlaLifecycIF[ CIassificatio@*5”1'?_5"‘“5 | Locatiori\ | DatagourceNarde

erfarmance [+ ser\flceLlcens dataLlcense + tlmeLlne welementw backupRecovery
o + POLICY )
- 0.1 -
v A [
DependabilityMetrIics* PerformanceMetr‘cs | L|censeTern19 * d°“‘"'“"’“'ﬁ‘°°° T|m elLing | PoLiCY | BackupRecoveryCapability
[l 1

+ startEndFrame dom ainSpecificlPR

v a
StartEndFraﬂe | DomainSpecificConce

+ dataSourceMetadata

Check http://www.infosys.tuwien.ac.at/prototyp/SOD1/dataconcerns
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mn Populating DaaS concerns

Data
Consumer

Data Provider .
evaluate, specify, Data

publish and manage “ Aggregator/Integrator |

specify, select,

monitor, evaluate
DaaS

Concerns

monitor and
evaluate

Data

Assessment
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SOFTWARE DESIGN FOR
EVALUATING DATA
CONCENRS FOR DATA
ASSETS

SSSSSSSSSSSSS



mn Data concern measure

» They are domain-specific and data-specific

= You need to look at specific definitions in other to
calculate/determine values of metrics

= But key principles of software design are gquite
similar
= We are focusing on software design
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mn Patterns for ,,turning data to DaaS*
BN Buid Data Y. Deploy ) B

Service Data
APIs Service
- -H -»

data

g‘iﬁ E —

b oo b

People EE——)
N
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mn Data-related activities

Typical activities for data wrapping and publishing

Wrapping Publishing DaaS Provisioning

Typical activities for data updating & retrieval

Updating Selecting
‘ -
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mn Typical data concern evaluation

{Evaluating data Describing data Populating data

concerns } ‘ concerns ‘ concerns

What do we need in order to Eperform these activities?

v v v

Data Concerns Data Concerns Publishing services
Evaluation Tools Representation Models
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mn Data concern-aware DaaS
engineering process

Typical activities
for data wrapping
and publishing

X

Data Provider

Wrapping Da Publishing Interface
ating

and Data Concerns
> pd N I Evaluating . Describing
Data N Data Concerns Data Concerns
% Data Provider “‘ b’

Data Concenrs
Data Concerns Models
Evaluation Tools

e LLLELL LI LI L L I \\\\ /
Typical activities = |

for data updating & T B

retrieval Hong Linh Truong, Schahram Dustdar: On Evaluating and Publishing
ASE Summer 2018 51 Data Concerns for Data as a Service. APSCC 2010: 363-370




ISEl Evaluating data concerns —the
three important points

SVEUEENTSIRRE o At which level the
scope evaluation is performed?

s\ 10N elal « When the evaluation is
modes done?

|gii=le|e=1ilelal « How the evaluation tool
model IS iInvoked?

Hong Linh Truong, Schahram Dustdar: On Evaluating and Publishing Data Concerns for Data as a Service. APSCC
2010: 363-370
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B Evaluating data concerns —some
patterns (1)

Pull, pass-by-references

| get data

Data ’E : DaaS

Consumers Service Operation

data resources

data query parameters specified data concerns

Data Concerns

>

data
storage

Evaluation Tool

analyze data concerns
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B Evaluating data concerns —some
patterns (2)

Pull, pass-by-values

get data
Data DaaS
Consumers Service Operation
t:lata resources

data query parameters

data and data concerns

>

data
storage

Data Concerns
Evaluation Tool
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B Evaluating data concerns —some

patterns (3)

Push, pass-by-values (1)

data

&

E : DaasS Service
Operation

W

acfive
data source
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. data concems

Data Concerns
Evaluation Tool




B Evaluating data concerns —some

patterns (4)

Push, pass-by-values (2)

Data gaas f_en.rlce
Consumer e = = peration
- - 7h3rbed data

Active Data Source

i

|
|
Concerns |
|
|

B |

data

Data Concerns
Evaluation Tool
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mn Evaluation Tool — Internal Software
components

» Self-developed or third-party software
components for evaluation tool

= Advantages

= Tightly couple integration = performance, security,
data compliance

= Customization
= Disadvantages

= Usually cannot be integrated with other features
(e.g., data enrichment)

= Costly (e.g., what if we do not need them)
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IS Evaluation tool — using cloud
services

= Evaluation features are provided by cloud
services

= Several implementations
= |nformatica Cloud Data Quality Web Services, Strikelron,

= Advantages
= Pay-per-use, combined features

= Disadvantages

= [Features are limited (with certain types of data)
= Performance issues with large-scale data
= Data compliance and security assurance
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IS Evaluation Tool -- using human

computation capabilities
= Professionals and Crowds can act as data

concerns evaluators

= For complex quality assessment that cannot be done by
software

= |ssues

= Subjective evaluation
= Performance
= Limited type of data (e.g., images, documents, etc.)

Michael Reiter, Uwe Breitenbtcher, Schahram Dustdar, Dimka Karastoyanova, Frank Leymann, Hong Linh Truong: A Novel
Framework for Monitoring and Analyzing Quality of Data in Simulation Workflows. eScience 2011: 105-112

Maribel Acosta, Amrapali Zaveri, Elena Simperl, Dimitris Kontokostas, Séren Auer, Jens Lehmann: Crowdsourcing Linked
Data Quality Assessment. International Semantic Web Conference (2) 2013: 260-276

Oscar Figuerola Salas, Velibor Adzic, Akash Shah, and Hari Kalva. 2013. Assessing internet video quality using

crowdsourcing. In Proceedings of the 2nd ACM international workshop on Crowdsourcing for multimedia (CrowdMM '13).
ACM, New York, NY, USA, 23-28. DOI=10.1145/2506364.2506366 http://doi.acm.org/10.1145/2506364.2506366
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IS Evaluating concerns in in the big

data pipeline

Base Transceiver Station (BTS)

loT
Sensor |----- >

Gateway

Private cloud infrs.

Actuator

A

Analytics

. MQTT |
Broker
Optimizer
Analytics

,I BigQuery

-
I
I

l
| 2

Influxdb

Hadoop FS |

G. Storage

|| Analytics

data concerns: why, how and what?

ASE Summer 2018
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IS Abstract software components for
identifying “How” and “What”

loT Analysis/ . Data
Gateway | ™. | Transformation Task i Storage
o~ Y ! X o Resulting ]
. N Seo ,," s analytics
o " b D “ LemTTTT N
loT Message * ™
- Broker/Data N i _ P
Sensor o / . ) A"alysfsl - "
Logistics Service Transformation Task
Large number of Large-scale broketrs'& Complex big data F)ther S\fiste'ms
data sources data transfer/logistics . in the pipeline
. . processing frameworks
(e.g., 1oT devices) services

Hong-Linh Truong, Manfred Halper, ,,Characterizing Incidents in Cloud-based loT Data Analytics”, Proceedings of The
42nd IEEE International Conference on Computers, Software and Applications (COMPSAC 2018)
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mn Monitor and evaluating concerns

ldentify where and when to do instrumentation
and monitoring

s N
poLEEEEE Points of data collections
L Data Storage .J for incident detection
’ e . S
s N i VM/Container .
Data Provider i )
Source AN \ (Provider j) . 4 L In-processing ]
> < RN data
Data -
\ - \ Resul
Source . s A : . .-
\ % i nalysis Task - ——- dat
! ) i S e a
Data data motion JPras -
Source - > - ML Library
& ) L Data Broker . S
. VM/Container Other systems in the
( VM/Container / i eline
o . (Provider k) piP
___ (Provider i) - .
Complex big data processing frameworks
Large-scale brokers and storage and ML applications (e.g., Spark)

Hong-Linh Truong, Manfred Halper, ,,Characterizing Incidents in Cloud-based lIoT Data Analytics”, Proceedings of The
42nd IEEE International Conference on Computers, Software and Applications (COMPSAC 2018)
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B Data quality monitoring at large-
scale

Data Quality Monitoring

Q
. Iq
L

Data i Data warehouses “‘,/
4GS, - T

sources
7

- v » & -'%/ %

Source data i
:‘ Do’.anv'x e1ving bnes 2 !

| Ordne procesofmanvoring

% : _.>, " ’ Online closed-loop
: l o
) - L

i\- R (4]
(s

Figure taken from the keynote talk “Data Intelligence and Analytics at Alibaba
of Dr. Jingren Zhou, Alibaba Group at the 2018 International Conference on

Cloud Engineering (IC2E 2018)

7
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DATA MARKETPLACE
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mn Data marketplaces

= More than just DaaS
» DaaS focuses on data provisioning features

= Stakeholders in data marketplaces
= Multiple data providers and consumers
= Marketplace providers
= Marketplace authorities
= Analytics providers
= Data transportation providers
* Billing and payment providers
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mn Example of stakeholders
Q sell — buy > Q

- I
buy sell
Mobile users . ~ GPS Data Processors
GPS Traffic
T : sell
Video camera owners
- sell - A LA
————— ——
; | VY | — buy — >
GPS devices owner ! Traffic ,
(transport operators, \ Data <« —— sell
car owners) : e |
buy : buy | | buy Video traffic processors
I ¢' :
-1~ Traffic B ;
< . Application 4 | o) ——
Other traffic data consumers \_ Traffic Data Market y Traffic App developers

Tien-Dung Cao, Quang-Hieu Vu, Duc-Hung Le, Hong-Linh Truong, Schahram Dustdar: MARSA: A Marketplace for Realtime Human-Sensing Data.
http://dungcao.github.io/marsa/

Specific data market or generic data market?
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ISl Technical services, protocols,
mechanisms in data marketplaces

= Multiple DaaS provisioning
= Access models and interfaces

= Complex interactions among DaaS providers,
data providers, data consumers, marketplace
providers, etc.

» Data exchange as well as payment
= Complex billing and pricing models
= Market dynamics
» Service and data contracts
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IS Data marketplaces and related
components/services

Data/ Data/ datf:u‘ [ DaaS User )
Service Service semvice
Discovery Integration | \request /j_a is a
‘t ] "\ o k
s sewice , [~ N - ]
gEhﬁen;:m y, ookup 1\} Data Consumer L Data Provider
esgription
PR - it wisll ettt request | submitdata
\ / get service description —1! data |and description
DEMODS, I=T==Z-2-3 DEMODS, {---F--- .
| b : [ s
o 1 \\
DaaS: | ' é Daas; tx get service
ﬁet servic « description
I
I
|

AT AN

Aumentlcatmn Data Query Other

Payment & Authorization| | Management | | Processing | | services

manage datal retrieve da{a

Data Storage

ASE Summer 2018 68



mn Data contracts

Give a clear information about data usage

Have a remedy against the consumer for illegal
data usage

Limit the liability of data providers in case of
failure of the provided data;

Specify information on data delivery,
acceptance, and payment
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mn Data contracts

Well-researched contracts for services but not
for DaaS and data marketplaces

But service APIs |= data APIs =! data assets

Several open guestions

Right to use data? Quality of data in the data
agreement? Search based on data contract? Etc.

Require extensible models
Capture contractual terms for data contracts

Support (semi-)automatic data service/data selection
techniques.

Hong-Linh Truong, Marco Comerio, Flavio De Paoli, G.R. Gangadharan, Schahram Dustdar, "Data Contracts for
Cloud-based Data Marketplaces ", International Journal of Computational Science and Engineering, 2012 Vol.7, No.4,
pp.280 - 295

ASE Summer 2018 70



mn Study of main data contract terms

Data rights

Derivation, Collection, Reproduction, Attribution
Quality of Data (QoD)

Not mentioned, Not clear how to establish QoD metrics
Regulatory Compliance

Sarbanes-Oxley, EU data protection directive, etc.
Pricing model

Different models, pricing for data APIs and for data assets
Control and Relationship

Evolution terms, support terms, limitation of liability, etc

Most information I1s in human-readable form
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mn Representing data contract terms

Contract term: (termName,termValue)
Term name: common terms or user-specific terms
Term value: a sinale value. a set. or a ranae

Category

Term representation

Examples

Data rights

Quality of data

Compliance

Pricing model

Control
and relationship

termName

= {valy,valy, -+ ,val,}

valt < termName < valy

termName

= {valy, valy, -~ ,valn}

termName
= (cost = valy,
usagetime = vals,

,maTimumuse = vals)

termName = val

termName={Derivation, Collection,
Reproduction, Attribution, Noncommercialuse},
val; = {Undefined, Null, Allowed,

Required, True, False}
termName={Accuracy, Completeness,
Uptodateness}, val; and val, € [0,1]
termName and val; are any stnng,

e.g., termName={PrivacyCompliance}

and termV alue={Sarbanes-0xley (S0X) Act}
termName 15 any string, e.g., MonthlyPayment;
valy € R, eg, cost =50 €

valy = {(end; — start;); UNLIMITED)}

where end;, start; € datetime,

eg, usagetime = 30 days; valy € N,

e.g, marimumuse = 1,000 calls

termName and val are any string e g,
termName={Liability, LavandJurisdiction}

and val = {US, Austria}

ASE Summer 2018
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Discussion time

HOW DOES NEAR-REALTIME DATA IMPACT
ON DATA CONTRACT EXCHANGE?
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DATA MARKETPLACE IN
BLOCKCHAIN AGE
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mn loT Data Market without
Marketplace?

anOmn

A Requester

B Block chain C Sensor

Fig. 1. Schema for the atomic S*aaS process of exchanging a single datum

for cash using Bitcoin.

Kay Noyen, Dirk Volland, Dominic
Warner, Elgar Fleisch:

When Money Learns to Fly: Towards
Sensing as a Service Applications Using
Bitcoin.

But what about data
contract? - smaurt contract

o

—
L N

i-i

e

2. Request
ﬂ Lmr

Figure 1: Process for exchanging data for bitcoin.

Dominic Woérner and Thomas von
Bomhard. 2014. When your sensor
earns money: exchanging data for
cash with Bitcoin. In Proceedings of the
2014 ACM International Joint Conference
on Pervasive and Ubiquitous Computing:
Adjunct Publication (UbiComp '14
Adjunct). ACM, New York, NY, USA, 295-
298.
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mn Generic Contract-aware
Framework Architecture

Provider loT Data Flow

}/Ei loT DataHub (T >
Data Flow

Data Ingestion

Thing ==~ | _ I Nods 1 Monitoring

. A Microservices
Thing | — - 1|_ . —>Ij| Save / Access
- Consumes

5 Queue 1 BN N — — »| Instance 1 =
Thing | — 4 — » !—.‘ | Save / Access

. T Ijl I Publishes DataContract
Thing —— -+ —» Node . Queue i Instance k Microservice Save / Access

|

DB

Data Delivery

Consumer |« — —+ — ServiceHandler

Consumer |q— — —! - -z I\—l|4_ B A R ]:
 ml Queue 1

Monitoring Plugins

T |—" @(—)

Node ... Queue i

Consumer € — + J

End User

Service API

Florin-Bogdan Balint, Hong-Linh Truong:
On Supporting Contract-Aware |oT Dataspace Services. MobileCloud 2017: 117-124
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mn loT Data Contract Design

(9 DataContractTrail

o contractid: String
o revision: Integer
o claugesTrail: List<ClausesTrailEntry=

-pricinghl

rol&ndRelationship
nl

= ights
0.1

-purchagingPo

ASE Summer 2018

(3 PricingModel

(9 Subscription

o price: Double
o currency: Currency
o transaction: Boolean

o numberOfTransactions: Integer

-zubscription

0.1
-pricingModel

0.

o startDate: Date

o endDate: Date

o brokerURL: String
o gueueName: String

0.1

| -pricingiodel .1

(® ControlAndRelationship

o warranty: String
o indemnity; String
o ligkility: String

o juristiction: String

-controlandRelationship B&

(3 DataRights

o derivation: Boolean

o collection: Boolean

o repreduction: Boolean

o commerciallsags: Boolean

0.1 -purchasingPolicy {11

(9 PurchasingPolicy

o contractTermination: String
o shipping: String
o refund: String

(® QoD

o completeness: Double
-god

0.1

o gccuracy: Double

o conformity: Double
o consistency: Double
o currency: Double

o timeliness: Double

(9 DataContract

-gontrol&ndRelationship
0.1

o thinglds: List<Thingld=
o monitering: Boolean

|
=1

ntr .1&tﬂ|nful/0..1

(® DataContractMetalnfo

d ghts

contractld: String
creationDate: Date
active: Boolean

revision: Integer
party1ld: String

party2id: String
party1Accepted: Boolean
party2Accepted: Boolean

o @ 8 B B @

a

]

-party2
0.1
-party1

(® Thing

-purchasingPolicy
0.

2
0.1

(5 Qo8

o frequency: Integer

o availability: Double

o thingld: String
revision: Integer

]

creationDate: Date

]

]

ownerid: String

]

resourceld: String

]

dataSample: String

]

description: String

]

standardMonitoring: Boolean
o ratings: List<Rating>

o tags: List<String=

o rating: Double

(9 NaturalPerson

o firstName: String
o |lasthame: String
o birthDate: Date

!

G4 Person

o perzonid: String

o personType: PersonType
o email: String

o password: String

o revision: Integer

(® LegalPerson

o companyName: String
o registrationMumber: String

(® Address

o gireet: String

-address o number: String

(9 Rating

e o userid: String

o rating: Integer

(9 Queuelnfo
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o brokerURL: String
o gueuehame: String
o thingld: String

0.1 o city: String
o zipCode: String
o country: String

(3 Property

o identifier: boolean
o recordingDate: boolean

o dateFormat: String

-property | 0.1

(3 Attribute

o name: String
o dataType: DataType

3 DataType

% STRING: DataType

%F BOOLEAN: DataType

%' DATE: DataType

% INTEGER: DataType

% DOUBLE: DataType

% ATTRIBUTE: DataType
o property: String




mn loTA Data marketplace

= The principle is very much like any other data
marketplaces
= Payment via IoTA

ASE Summer 2018

Click below to view and purchase sensor data stream

3for2_API_feed

@ Location

Singapore 21
3for2
17941
BerryPi_temp102
@ Location @ Se
Rivoli (TQ) 1
francel93
203501

Marketplace Sensors

Aorange-kodiFranck

9 Location 7] Se
Grenoble 5

Orange
3501
Connectory-XDK-01
9 Location
Connectory 4
Connectory
----- 13371

Figure captured from https://data.iota.org/
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BerryPi_RuuviTag

@ Location 7l Senso
Rivoli (TO) 8

DNVGLTEST
9 Location =
Trondheim 1




mn Monetasa

HOW MONETASA DATAMARKET WORKS

US | n g S m art Data Stream Sellers Data Stream Buyers
Py &,
contract o - : )
contract === MONETASA i
MarketPlace a
= : -
S
:
Y 000 |38
! \ nn
{ \ ==
= SHE

Figure captured from https://monetasa.com/
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mn Databroker DAO

'{\iy} databroker dao LLIANCE  TE

Global market

DTX PRE-SALE LIVE NOW!
for local data

50% bonus, 10 ETH minimum,
DataBroker DAO is the first marketplace to sell & buy fiat price guaranteed!
sensor data. As a decentralized marketplace for [oT
sensor data using Blockchain technology, Databroker DAO
enables sensor owners to turn generated data into
revenue streams. This will open up a wealth of

opportunities for various industries. Data will be used and

become more effective.
DTX PUBLIC SALE STARTS

APRIL 26TH, 2018 - 4PM CET
Read the whitepaper

REGISTER FOR THE PUBLIC SALE

<A Join us on Telegram

@ How to buy the DTX token

Figure captured from https://databrokerdao.com/

ASE Summer 2018 80



mn Exercises

= Read mentioned papers

= Check characteristics, service models and
deployment models of mentioned DaaS (and
find out more)

» |dentify services in the ecosystem of some DaaS
= Turn some data to DaaS using existing tools
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mn Exercises (2)

ldentify and analyze the relationships between
data concerns evaluation tools and types of data

Analyze trade-offs between on-line and off-line
evaluation and when we can combine them

Analyze how to utilize evaluated data concerns
for optimizing data compositions

Analyze situations when software cannot be
used to evaluate data concerns
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mn Exercises (3)

= Develop some specific data contracts for open
government data

= Work on some algorithms for checking data
contract compatibility

* Incorporate data marketplaces concepts into
your scenario

= Build your own mini data marketplace
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CASE STUDY — DESIGN DATA
MARKETPLACE

MARSA: A Marketplace for Realtime Human-Sensing Data

Cao, Tien-Dung ; Pham, Tran-Vu ; Vu, Quang-Hieu ; Le, Duc-Hung
; Truong, Hong-Linh ; Dustdar, Schahram

ACM Transactions on Internet Technology, 2016

http://dungcao.github.io/marsa/
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mn Traffic problems in HOChiMinh City

Figure sources: Internet

Cannot buy
expensive traffic
data collection
systems!

ASE Summer 2018
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= Crowded and
unpredictable

= Needs a lot of data to
understand traffics

» Lack infrastructures for
collecting traffic
information

= Common problems in
developing countries

A Cénh bao tinh hudng giao théng i

[J Chon ché 46 di dong

» 6 O




mn Market-oriented View of traffic data

Q sell —— buy > Q
b II|
L Se
Mobile users !.fr v L \ GPs Data Processors
(6P + el
Video camera owners
- sell - el ™3 ‘
| —---- S
: ' v | : — buy —>
GPS devices owner : Traffic , I
{transport operators, «—"—1— 56
car owners) i Data rh— |
bu , , : .
y | buy : buy Video traffic processors
| '¢' |
1 - I
-<1> - Traffic B | :
f Application_4¢ el —
Other traffic data consumers §_ Traffic Data Market J Traffic App developers

4000 citybus fleet, 0.25MB per day per bus (7.5MB/month/bus), 30GB for the fleet

1MB of GPS data =20 USD cent - 6000 USD for the fleet operators

A mobile phone, like a bus, can receive 1.5 USD per month = %2 of 3G data bill



mn Costs and benefits

Parties Costs of collecting raw data Benefits from processed traffic data

Bus, taxi | GPS devices, Internet and mobile network | Able to track status of their buses, knowl-
and truck | subscription fees, acquiring and maintain- | edge of current traffic conditions to hetter
operators ing data at servers provide services to commuters

Private car | GPS devices, mobile network subscription | Knowledge of current traffic conditions to
OWners fees hetter navigate in cities

Mobile de- | Mobile devices (e.g. smartphones, tablets), | Knowledge of current traffic conditions to

vice OWners

mobile network subscription fees and de-
vice battery time

hetter navigate in cities

Video cam-

Video cameras and network connections to

Selling of video data and traffic informa-

era owners | video cameras tion
Data  pro- | Cost of raw data, infrastructures for col- | Selling traffic data
Cessors lecting and processing raw data

Traffic data
users

Buying traffic data

Knowledge of current traffic conditions to
hetter navigate in cities

ASE Summer 2018
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mn MARSA Design overview

GUI

Data . External Model Data Confract
Discovery Management Model Management

A

& T Data Qualty
P Analysis
- Dala Contrac ™ y
Management o Payment Consumers

A

Core Services

Providers
L]

-

subscribe data

Y

Marketplace's APIs

publish data

B & o owm o om o om -

---= [eference  ——s information - - daia
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ISl MARSA description for human-
sensing data marketplace

Service Data Stream
Service UUID Stream UUID
Service Name # Service UUID
Provider Cost Models Device |
Description :
Description —’ I
. Cost Model | Data T
! ata Type
Cost Model ContractModels | _ | " paia Gontract !
| ! Package
Service Contract |- -- -+ o Data Type I based
|
Categories (|- -» --k| Categories ' || Streaming
| | External Models | | ' based
QoS Ly | Databus : :
L4 Categories Ft-- : _ ' i
, Time Series | !
Databus . 00S | :
‘1 02 Data Origin ! :
. ' 1
Domains |- Data Rate : !
I I I
Devices | Latency | l
T | I |
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mn Cost model

CostModelManagement CostModelVersion
+serviceld: String +verld: String
+costModels: List<CostModelVersion= > +models: List<CostModel>
+create() String Gostiiodel +createDate: DataTime
+update(): String P p—
+getAllVersion(): List=CostModelVersion= :gzzgg];?;fﬁgp I e
+getModelListByVersion(): List=CostModel= Z,B

| | | | |

DataUnit TimePlan DataSize APIHandle Subscription
+unitld: String +duration: int +size: int +numObj: int | | +duration: int
+streams: List<Stream> +unit: String +unit: String +unit: String

i{ +important: List<Period>

Stream <enumration> =enumration= “l’
+streamld: String Tﬁ’:ﬂié";ﬂgype DA?{'EF'EGTEY +priceEF):rr€I:ﬁoat
+pPlan: PaymentType | | rasi7E WEEK +fromValue: String
+value: int APIHANDLE +toValue: String

it: Stri MONTH

+unit: String +repeat: RepeatBy

Quality of data has not supported yet
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Implementation

MOTT brokers / IoT
platforms

Databuses cloud

Payment

Marketplace's
Management

APl (Web
Services)

Data Discovery

Cost Model Management

Provider

—> Data flow

= < Information flow

Database (MySQL)

Consumer
Marketplace cloud
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n Testbed

int.eclipse,
[ . ] VMs (3CPLI/4GB)
atnve

2 PCs (I5CPU/AGE) Altern

uses )
Video ! ;
[
| vMs (1CPUAGB) %““”SUWV F - Databus YM ; WMs (2CPUJ2GB)
D5G lab, Austria : "=l (zcPuseGE) '
_ OpenStack Simulated Vienna' Austria A——{C 1 5imulated
customers e EEEmmE==-=Smamn gumquitm SENs0rs

i | Flexiant FCO, England

Iy
L -
: T Y T ' Flexiant

—_ ' L

Yy W N | s

VM (1CPU/IGE) [ -m===-=ssememrenseseacnnnannns bosieies

VMs (1CPU/L.5GE) E Y T

- L.-F glﬂarketpla:e _ i N :

Simulated e - e —— - q ------------------------ "
% SENS0[S ta, 8 . i
LAL site, France " | Server 4CPUTBGR) | | server (4CPU/BGE 5PCs (i3/4GB) |
Stratuslab : Simulated Simulated Simulated | |
: customers customers camera E
—P Publish data flow | '
- = > Subscribe data flow + HCM City Univ. of Bchnalegy  Tan o Univ Bn B0 Univ
-3 Information flow o Hane) e T Enoo0y ShtesinVietnam :
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mn Example of bills

Bill No.: 2015/03-5.1
L From date: 2015-03-30 12:39:53 To date: 2015-03-30 18:40:57
— Status: Not Payment
— Payment on DATA_SIZE (5.0 %/ 1 GB)
List of streams

- No. Stream UUID Size Price
1 |suuidl427702254973/5sid1 0219 GB F11
2 |suuidl427702254973/sid2 00217 GB $011
3 |suuidl427702254973/sid3 0.0550 GB $0.28
4 |suuidl427702254973/sid4 0181 GB §049
5 |suuidl427702254973/sid5 0.205 GB F1.02

Total price: § 3.41

— Payment on SUBSCRIPTION (2.0 %/ 1 HOUR)
List of streams

Mo. Stream UUID Size Price Size Extra Price Extra  Sum Price
1 |suwidl1427702254973/5id11 | 3.67 HOUR $7.34 a 50 §7.34
2 |suuid1427702254973/5id12 | 6.02 HOUR $12.04 0 50 $12.04

Total Price: § 19.38

Total price of contract: $ 22.79
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Thanks for
your attention

Hong-Linh Truong
Distributed Systems Group, TU Wien

@linhsolar
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